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Bio 

ƴReverse engineered Windows kernel since 1999 

ƴPreviously lead kernel developer for ReactOS Project 

ƴInterned at Apple for a few years (Core Platform Team) 

ƴCo-author of Windows Internals 5th and 6th Edition 

ƴAlso instructor and contributor to Windows Internals seminar for David 
Solomon Expert seminars 

ƴFounded Winsider Seminars & Solutions Inc., to provide services 
and Windows Internals training for enterprise/government 

ƴNow Chief Architect at CrowdStrike 



Outline 

ƴMitigations & Hardening 

ƴProcess Mitigation Policies 

ƴKernel Hardening 

ƴUser Hardening 

ƴGeneral Hardening 

ƴNew Security Features 

ƴAppContainer / LowBox 

ƴSigning Levels 

ƴEarly-Launch Anti Malware 

ƴDynamic Access Control 

ƴWindows on ARM (WoA) 

ƴThe Future & Conclusion 
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Mitigations & Hardening 



Process Mitigation Policies 

ƴAvailable through documented API 

ƴCan be set with PROC_THREAD_ATTRIBUTE_MITIGATION_POLICY at 
creation time when using CreateProcess 

ƴCan be set at runtime with SetProcessMitigationPolicy (less effective) 

ƴAlso available through system-wide administration policy 

ƴK: CurrentControlSet\Control\Session Manager\Kernel V: ñMitigationOptionsò 

ƴSet in PspSystemMitigationOptions and inherited 

ƴSome are available through opt-in 

ƴ/HIGHENTROPYVA 

ƴUsually inherited from parent 

ƴCan be hardened through ñhardening levelò 

ƴTurns on certain opt-in mitigations for AppContainers & others 

 

 



Legacy Mitigations 

ƴExecution (Windows Vista+) 

ƴDEP 

ƴATL Thunk Emulation 

ƴSEHOP 

ƴMemory (Windows Vista+) 

ƴStack Randomization (not available through API until Windows 8) 

ƴHeap Termination (not available through API until Windows 8) 



New Mitigations 

ƴForced ASLR 

ƴFakes an image base collision and performs relocation based on relocation 
records 

ƴWill load at fixed address if no relocation data present 

ƴForced ASLR w/ Required Relocations (Disallow Stripped Images) 

ƴSame as above, but will not load the image if there are no relocation records 

ƴBottom-up ASLR 

ƴSuperset of older heap & stack randomization code 

ƴNow randomizes all bottom-up allocations (VirtualAlloc, MapViewOfFileé) 

ƴHigh Entropy ASLR (HEASLR) 

ƴEnables 1TB variance if Bottom-up ASLR is enabled (64-bit only) 

ƴImage HEASLR is based on /HIGHENTROPYVA (available through API too) 


