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Y Now Chief Architect at CrowdStrike
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Mitigations & Hardening



Process Mitigation Policies

Yy Avallable through documented API

y' Can be set with PROC_THREAD_ATTRIBUTE_I\/IITIGATION_POLICY at
creation time when using CreateProcess

Yy Can be set at runtime with SetProcessMitigationPolicy (less effective)
Yy Also available through system-wide administration policy
Yy K: CurrentControlSet\Contro\Session Manager\K e r- n e MitigdtionOtionso
y Set in PspSystemMitigationOptions and inherited
Yy Some are available through opt-in
Yy IHIGHENTROPYVA
Yy Usually inherited from parent
yCan be hardened through nhar deni
Yy Turns on certain opt-in mitigations for AppContainers & others



Legacy Mitigations

Yy Execution (Windows Vista+)
y DEP
Yy ATL Thunk Emulation
y SEHOP
Y Memory (Windows Vista+)
Yy Stack Randomization (not available through API until Windows 8)
Yy Heap Termination (not available through API until Windows 8)



New Mitigations

Yy Forced ASLR

Yy Fakes an image base collision and performs relocation based on relocation
records

Y Will load at fixed address if no relocation data present
V' Forced ASLR w/ Required Relocations (Disallow Stripped Images)
Yy Same as above, but will not load the image Iif there are no relocation records

Yy Bottom-up ASLR

Yy Superset of older heap & stack randomization code
y" Now randomizes all bottom-up allocations (VirtualAlloc, MapViewOfFileé )

Yy High Entropy ASLR (HEASLR)
y Enables 1TB variance if Bottom-up ASLR is enabled (64-bit only)
Yy Image HEASLR is based on /HIGHENTROPYVA (available through API too)



